
I f  y o u  f u n d  i t ,  t h e y  d i s a p p e a r …

From defects to $$$



Who am I?

• >17 Years of Experience
• 2x CISO
• Board + Venture Advisor
• Forbes Tech Council Member
• MBA from CSU
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There are actually 
two battlefields
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The external battlefield4

Gartner Synopsys

Veracode

Checkmarx



The internal 
battlefield
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Two variables drive determine your success

Economics Psychology
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Our Journey Today
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VALUE CREATION DECISIONS BUSINESS CASES



Value Creation



Primer on Value 
Creation
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Who determines value?10

Strategic vs. Financial Private Equity vs. Hedge Fund



What delivers value?



Where is value created?12



When is value 
created?

The maximum valuation at a point in time is a 
function of numerous factors, including:

• Conditions in the stock market
• The level of interest rates and the availability of 
financing
• Conditions in the relevant economic markets 
(national, regional, local)
• Industry conditions
• Current interest of competing strategic buyers in 
similar businesses
• Availability of investment funds in private equity 
funds focused on similar businesses
• When irrational buyers abound
• The level of earnings and conditions in the 
business being sold
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Why is value so 
important?
The decisions you make about structuring your team, the 
controls you implement, the architectures you choose, and 
the partners you leverage need to be congruent with your 
company's value agenda. The things you prioritize and 
protect, the risks you accept, and the stories you tell must 
also align with the value agenda.

It doesn't matter if the value agenda comprises evolving your 
business model, streamlining your operating costs, heavy 
M&A activity, or finding ways to maximize an EBITDA 
multiple. Cybersecurity leaders need to be aware of the value 
agenda, and they need to be able to design programs that 
support and accelerate it. In short, cybersecurity operations 
that impede the value agenda are doomed.

As a side note, understanding how these dynamics affect 
decisions in your business will make a difference in the 
executive visibility you are permitted.



How is value determined?

Understand 
the business

Forecast 
performance

Select 
valuation 

model

Convert 
forecast into 
a valuation

Apply 
conclusions
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Business Model 
Canvas
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Decision Making



3 Key 
Elements

Scientific Method

Decision Science

Choice Architecture



Scientific Method19

https://yourbias.is/

https://yourlogicalfallacyis.com/

Flowchart of The Scientific Method
Source: Rice University / CC BY 4.0.

https://yourbias.is/
https://yourlogicalfallacyis.com/


The Ranch – Sunk Cost, and Loss Aversion20



Decision Science
Your Decisions Their Decisions
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https://cruciallearning.com/influencer-book/

https://cruciallearning.com/influencer-book/


Choice Architecture

• iNcentives
• Understand mappings
• Defaults
• Give feedback
• Expect error
• Structure of complex choices



The Business Case



What is a business case?

Summarize the
need.

Enumerate 
assumptions, risks, 

and objections.
Outline costs. Describe the 

benefits.

Financial analysis 
including future 
cash flows, etc.

Establish a 
timeline and 

payback period

Analysis of 
alternatives 

(often including 
the status quo).
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See also - https://risk3sixty.com/2020/09/21/how-to-build-a-business-case-for-security-initiatives-part-4/

https://risk3sixty.com/2020/09/21/how-to-build-a-business-case-for-security-initiatives-part-4/


Stakeholder 
Analysis

• Can be done intuitively with 
practice

• See repeated patterns
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SCIPAB Communication Framework
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https://www.mandel.com/blog/what-is-scipab

https://www.mandel.com/blog/what-is-scipab


Summary
Pulling it all together



Think big, start small, move fast.

28



Case Study: Stakeholder Desires

1. CISO – Secure Software

2. CTO – Feature Release Velocity

3. CFO – Value Protection

4. CEO & Board – Revenue Growth
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Business 
Context
• Private equity back business that was early 

in the investment fund and investment.

• Vision was to create a software-driven 
cloud MSP with a cybersecurity 
differentiator targeting Healthcare and 
FinTech.

• Software would enable SaaS-like economics 
(LTV/CAC, strong margin profile, net 
retention, 80%+ recurring revenue model) 
which should impact overall EV.

• Massive and growing TAM for Public Coud.

• Talent and cash are the two primary 
constraints in the business.
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Personal Conviction 
= WRAP + CRQ



Nudge CFO Forward



Phased Roadmap 33



SCIPAB for Budget Request (Risk, Value and Cost)34



Customer Acquisition = Revenue Growth35



10x Influence using 9 
Box of Controls
• Sources of Influence:
• P M - more time on functionality
• P A - automated controls
• So M - security champ on culture
• St A - emphasizes standard CI 

pipelines



Data Driven 
Approach
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Conclusion
Recall Case Study Decisions:
1. CRQ + WRAP established 

conviction
2. NUDGE CFO into SSI benchmark
3. SCIPAB + Biz Model Canvas à

Open Source License Compliance 
+ SCA to protect EV

4. Customer Acquisition 
drives Source Code Review

5. 9 Box + Influencer gets CTO to 
advocate for ASPM + HC
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Key Resources
Books:
• The CISO Evolution: Business Knowledge for Cybersecurity Executives
• Business Model Generation: A Handbook for Visionaries, Game Changers, and Challengers 
• Managing Risk and Information Security: Protect to Enable
• Decisive: How to Make Better Choices in Life and Work
• Nudge: Improving Decisions About Health, Wealth, and Happiness
• Influencer: The New Science of Leading Change

Web Resources: 
• Stakeholder Analysis by MindTools
• Mandel Communications SCIPAB Framework
• Risk3Sixty Business Case Reference
• Logical Fallacy - https://yourlogicalfallacyis.com/
• Cognitive Bias - https://yourbias.is/

Featured Vendors:
• Kovrr – Cyber Risk Quantification
• Enso Security – Application Security Posture Management
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https://yourlogicalfallacyis.com/
https://yourbias.is/

