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80% of code in modern apps is code 
you didn’t write

3.3M
OSS 

Projects

47M
Versions

3.1T
Yearly 

Downloads

33%
YoY Growth



What developers imagined



What developers got - “Dependency Hell”

•



Dependency 101

Direct 
Dependencies

Application

Transitive or
Indirect
Dependencies

Software apps re-use (depend on) many other software components



Vulnerabilities… where are you?

Direct 
Dependencies

Application

Transitive or
Indirect
Dependencies

95 % are in transitive dependencies 

XYZ



OSS is more complex than you think

Wasted engineering 
cycles

Significant 
operational risk

Emerging attack 
vectors

Rather than developing features, 
engineers waste precious time 
chasing tons of false positives 
reported by current SCA tools.

Unvalidated, unused, outdated and 
unsupported dependencies 

impact application resilience, 
performance and security.

650% YoY increase in next-gen 
attacks that most organizations are 
unprepared to defend against with 

existing tools



Recent Incident: Gorilla
Risk is not always captured as a CVE

•

+10k weekly clones on 
each package

Used in over 
90K 

repositories

18k GitHub 
stars

Most popular 
HTTP service 

for Go

Where are we 
using this 
dependency?

What do we 
replace it with?

Which 
applications are 

affected?

Are exposed to 
security risk?



Recent Incident: PyTorch
Next-gen supply chain attack in an ML package

17k forks Used in over 
187K 

repositories

61k GitHub 
stars

Popular ML 
framework by 

Meta

Where are we 
using this 
dependency?

What do we 
replace it with?

Which 
applications are 

affected?

Are exposed to 
security risk?



A Taxonomy of Attacks

Conduct 
open-source 
supply chain 
attack

Attack 
Vector 1

DEVELOP AND ADVERTISE DISTINCT 
MALICIOUS PACKAGE FROM SCRATCH

Attack 
Vector 2

Attack 
Vector 3

DEVELOP AND ADVERTISE DISTINCT 
MALICIOUS PACKAGE FROM SCRATCH

Subvert Legitimate Package



I need to get a job done!

I have just the thing!

Cool! This isn’t suspicious at all!

DEVELOP AND ADVERTISE DISTINCT MALICIOUS 
PACKAGE FROM SCRATCH



DEVELOP AND ADVERTISE DISTINCT 
MALICIOUS PACKAGE FROM SCRATCH



Create Name Confusion With Legitimate Package

Good ol’ urlib3-1.21.1.tar.gz, just what 
what I need!

Here you go, urlib-1.21.1.tar.gz!

Nice! Nothing weird here!



Create name confusion with legitimate 
package - Examples



I’ve been using this package for 
years! Time to update!

Here you go, just a regular update, 
don’t think about it too much

Thanks! Wasn’t going to!

Subvert Legitimate Package



Subvert legitimate package - Examples



Dependency Confusion Demo



Actual footage of a cybersecurity job 
requirements list



How do we protect ourselves?


